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MDaemon 21.5 - New Feature Highlights

The following information provides a quick overview of new features end users and IT administrators will find useful. A
more comprehensive list of fixes and new features can be viewed in the MDaemon Release Notes.

New Features for Administrators

Review Dynamic & IP Screening Effectiveness with Blocked Connection Reports

MDaemon Remote Administration now includes a report that shows IP addresses blocked by IP & dynamic screening.
It also shows how many connection attempts were blocked per IP. This provides administrators a simple report they
can review to see the effectiveness of their dynamic and IP screening settings.

Audit Configuration Changes via Remote Administration Change Log

A new change log has been added to the MDaemon/Logs directory to help administrators track all configuration
changes made via MDaemon Remote Administration.

Encourage Use of Strong Passwords with New Password Strength Meter

A password strength meter has been added to MDaemon Webmail & Remote Administration to encourage users to
use stronger passwords.

Block Potentially Dangerous Email Attachments by Default

For increased security against malware and other malicious files, MDaemon’s attachment filtering settings are now
configured to block an extensive list of potentially dangerous file types by default. Administrators who wish to allow
certain file types to be delivered can remove their file extensions from the attachment filtering list.

Exclude Trusted Connections from Two Factor Authentication Requirement

Administrators can configure IP addresses that are exempt from two factor authentication. This will allow an
administrator to exclude local IP addresses from requiring two factor authentication while still protecting accounts
from malicious login attempts from hackers.

New Features for End Users

Protect Against Hackers with Strong, Randomly Generated Application Passwords

Application passwords can be used for greater security and protection against hackers. When this feature is enabled,
users can use MDaemon Webmail or Remote Administration to generate random strong passwords for IMAP,
ActiveSync, SMTP, and other services. Separate passwords can be assigned for each client used to access an account.
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One-click Package Tracking in MDaemon Webmail

MDaemon Webmail supports one-click package tracking. Emails containing package tracking numbers from USPS, UPS,
FedEx, DHL and others will display a “Track my Package” link. Additional carriers can be added by the administrator.

Automatically Accept Group Chat Invitations

MDaemon Instant Messenger includes a new setting that allows other MDaemon Instant Messenger users to
automatically accept group chat invitations. When this feature is enabled and a user creates a group chat, all users
that are invited to the chat will immediately be joined to the chat.

Import External Email Messages in MDaemon Webmail

MDaemon Webmail includes a new button that allows users to import email messages directly into their MDaemon
Inbox or other email folders. Both MSG and EML file types are supported.

Sync Drafts Folder & Calendar Event Attachments via ActiveSync

MDaemon now supports ActiveSync 16.1, which supports syncing the drafts folder and calendar event attachments.

Other Improvements

e Clustering - Added support for syncing reminders from secondary nodes to the primary node
e Content Filter - Added rule action to add attachment to message

MDaemon Webmail

e Added an Unsubscribe link next to the From address when the List-Unsubscribe header exists in a message
e Added a blur effect for the background when the user session has expired

e Added an Automatic CC and BCC feature at Settings | Compose
e Added a notification that a contact's auto-responder is enabled when sending to a local user

Remote Administration
e Added the ability to drag and drop content filter rules
e Added the Groups and Client Types views under ActiveSync
e Added a browser usage by OS chart and table at Reports | Traffic | Webmail Login Statistics
e Added Account-Only Wipe options for ActiveSync devices

For a complete list of new features & updates, please see the MDaemon release notes.
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